PINNACLE BANK
Al Fraud in Banking

Al-powered fraud can sound real, look real, and feel personal. Fraudsters may use professional-looking
messages, voice cloning, urgency, and personal details to make a request appear legitimate. Use this guide to
pause, verify, and protect your money and your business.

How Al Fraud May Appear

Al can help fraudsters create professional-looking messages that appear to come from someone you know.

These requests may involve wire transfers, ACH payments, payroll changes, updated vendor payment
instructions, urgent payments, password resets, or requests for account information.

EAL VS
O KNOW THE DIFFERENCE

Deepfakes are Al-generated or digitally manipulated media that can look and sound real.
Knowing the difference helps you stay informed and avoid misinformation.
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HOW TO TELL THE DIFFERENCE

CHECK THE SOURCE +%® LOOKFOR SIGNS LISTEN CLOSELY VERIFY FIRST THINK CRITICALLY
Q Verify where the content h Watch for unnatural )) Check if the voice matches Q Search for the same video @ If it seems shocking

came from. Is the source movements, strange the lips and sounds from multiple news or unbelievable, take a

trusted and reliable? blinking, or odd shadows. natural. outlets or fact-checkers. moment—verify it.

REMEMBER: Deepfakes can be used to deceive. Stay alert, stay informed, and think before you share.

Common Impersonation Attempts

o Business owner

o Company executive
e Vendor

e Family member

o Bank representative



Al CAN LOOK REAL.

Al can help fraudsters create
professional-looking messages
that appear to come from someone
you know, including requests for
wire transfers, ACH payments,
payroll changes, or updated
vendor payment instructions.
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Information Fraudsters May Use

EMAIL Today 9:15 AM
Hi team,

Please process a wire transfer today per
the details below. This is time sensitive.
Thank you!

- John

CHAT MESSAGE Today 10:02 AM

Can you update my direct deposit
information for payroll this week?
New details are attached.

TEXT MESSAGE Today 10:47 AM

Need a favor—can you pay our vendor
using the new account below?
Let me know once complete.

CALENDAR INVITE Today 11:30 AM

Quick meeting to discuss a payment
update.

Join here: https://meet.company-update.com

Always verify requests for payments or account changes
through a trusted number or channel.

e Social media posts, photos, likes, connections, and recent updates

e Public records such as business registrations, property records, licenses, and more

o Leaked data, including usernames, passwords, email addresses, and personal details from data

breaches

e Transaction details such as invoice amounts, payment history, vendors, and recent account activity

FRAUDSTERS
MAKE IT PERSONAL.

Fraudsters may pull details from
your social media, public records,
or leaked data to make a message
feel specific to you, your business,
or a recent transaction.
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Always confirm payment requests and account changes
through a trusted number or channel.




Warning Signs

e The request creates a sense of urgency

e You are pressured to act fast

e You feel pressure or obligation

e You are discouraged from asking questions

e You are asked to send money before verifying

e The message includes urgent language such as “immediate action required”

o The request appears to come through email, chat message, text message, or calendar invite
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Always verify unexpected requests
through a trusted number or channel.




Before You Act

o Pause

e Verify the request

e Use a known number

e Always confirm payment requests and account changes through a trusted number or channel

e Always verify unexpected requests through a trusted number or channel
e Protect your money and your business
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Hi Susan,

We're in the middle of a time-sensitive
situation and need you to wire funds
ASAP to close today.
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an emotional response by creating 2 Thanks,
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Verification today can prevent fraud tomorrow.
Always confirm requests through a trusted number or channel.

Keyv Reminder

Don’t assume. Verify. Verification today can prevent fraud tomorrow.





